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Disclaimer o

A This is a high level presentation, low technical
content

A The information is based on interviews of the
relevant people

A The information is presented from
Codenomicorpoint of view
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Why does software falil “
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Oulu University Secure
Programme group

Protos 1996

Testing ASN.1 1999
Realising the scale
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There are vulnerabllities ™

A Multiple

A ASN.1 1992002 vulnerabilities
5 4 W= -

MIMEin 1998
- ASN.1/SNMih 2001/2002
- Apache IPVJRI2004

1
1
1
i Imageformats in 2005
1
1
1
1

XMLlibraries in 2009
LinuxKernel IPv4 and SCTP in 2010
- strongSwarnn 2012

OpenSSand GnuTL$ 2004,
2008, 2012 and 2014
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Appcheck

Scanning of
applications for
OpenSource
components and
known
vulnerabilities in
them

>

Defensics

Robustness and
Security testing

What others already kno

Abuse SA

Situational
awareness for
protection of
critical
infrastructure
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Subtle faults

A User was able to access the serve

=>

with bogus lkev2 credentials

=i

~~

SO

Authentication Bypass

~o




Problem to be solvednot all <. .
crash
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SafeGuard

\ ‘ Y (username )
- ::i’; (i - «
(password )

)'\

A Detects:
A Authentication bypass
A Weak cryptos Q/

A Amplification problems v: 9
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HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STiLL THERE?
IF S0, REPLY "POTATO" (6 LETTERS).

J

ser Meqg wants these 6 letters: POTATO.

ser Meg wants these 6 letters: POTATO.

| OI OOI

*«kcd
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HMM“ e 4 letters: BIRD.

SERVER, ARE YOU STiLL. THERE?
IF S0, REPLY "HHT“ (500 LETTERS),

J

T 5 st "missed conme
server s ter "
35033534 Isabel wants pagE. abouat [»]
snakes t not too long". Haren
wants Lo _change account p&mrﬂ to

*«kcd
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This 1s how It |

©

Message

S T Y o TR N e TN Y o SR Y e T N T Y o SO S e SO S o S T o Y SO o R

UnexpectedMessage
ContentType
HeartbeatProtocol
ersion
TLS 12
Length
Fragment

00KksS In real
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=l
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34
11
j=l=]
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33
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18
cd
la
22

c7
ab
e
st
b1
2d
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201404-02: Wednesday niy:ic”

A New build of SafeGuard features installed and put to nightly test runs against
OpenSSL

A During the night between April 2nd and April 3rd multiple alerts were raised
by Defensics SafeGuard feature
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201404-03 Thursday morn.y"”

A Riku & Antti start investigating the alerts

tcp 53434 --> localhost:4433 53 Message ANOHALY
record app --> layer 2 Client-Alert
tcp 53434 «<-- localhost: 4433 261 Message
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2014-04-03 Thursday noon

A Further discussion and assesment of the alerts
A New custom anomaly was created to verify severity

tcp 53472 --= localhost: 4433 53 Message
record app --= layer 3 Heartbeat-Request AMOMALY!

tcp
tcp
tcp
top
top

23472
23472
23472
03472
23472

- -
- -
o -
-
- -

localhost
localhost
localhost
localhost
localhost

4433 16437 Message
4433 16437 Message
4433 16437 Message
4433 16437 Message
44533 69 Message
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2014-04-03 Thursday afternoon

A CROSSGodenomicorRobust Open Source Software

A CROSS report was written and send to NEIS6r review



201404-03 Thu Late evening

A New build of Defensics SafeGuard created an
sent to NCSE€I for verificating the

vulnerability

A Thursday night: NCSR verified the finding,
and verified it also leaks PKI (severity level

much higher)
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Defensics - tls-serveri

File Suites Groups Utilities Help

{31 [auo][/]8]a[=]#[>[S]z| @

- TLS-Server

f 1) Basic configuration 4 ;
g 2) Interoperability :
@ 3) Advanced configuration @ :
%7 4) Instrumentation .

* 5) Test cases

B 6) Test run

Filter by notes
| [EN

import
TLS-Server
¢ @ 20140428-1810-46
[ checks.csv

statistics.csv

o 20140428-1806-26
o @ 20140428-1651-34
o @ 20140428-1628-32
o1 20140428-1628-12
o0 20140428-1523-14
o= 0] 20140428-1520-33
o @J 20140428-1557-21
o 20140428-1548-42
o) 20140428-1547-08
o G 20140428-1547-03
o= 15) 20140428-1546-43
¢ 20140428-1546-38
0= 20140428-1546-29
o] 20140428-1545-10
o) 20140428-1543-49
o) 20140428-1543-45
o @ 20140428-1543-33
| o #80 901 4NA20.1 542,05

&j 8) Remediation

Results

128!
128:
1 28;
128
128
128
128!
128!
128
1 28;
128
128
128
128!
128!
128:
1 28;
128
128
128!
128!
128:
1 28;
128
128
128
128!
128!
128:
1 28;
128
128
128
128!
128!
128:
1 28;

sh Graph | [JFull Ic

11 TEST CASE #78465

11 TLS.TLS10.55L2-Client-Hello RSA-Groups. TLS RSA WITH.
11 tcp 35930 --> 10,11.11,10:443 14 S8L2-Client-Hello
11 top 35930 <-- 10.11.11.10:443 79 Message

11 record layer <-- app 74 Server-Hello

11 tcp 35920 =-- 10.11.11.10: 442 1182 Message

11 record layer =-- app 1177 Server-Certificate

11 tcp 35930 =-- 10.11.11.10:443 9 Message

111 record layer <-- app 4 Server-Hello-Done

11 tcp 35930 -->
11 record app -

10,11,11,10: 443 257 Client-Key-Exchange
- layer 262 Client-Key-Exchange

11 tcp 35930 10.11.11.10:443 6 Client-Change-Ciphe. .
11 record app --> layer 1 Client-Change-Cipher-Spec

11 tcp 35930 --> 10.11.11.10:443 37 Message

11 record app --> layer 16 Client-Finished

11 tep 35930 =-- 10.11.11.10:443 6 Message

11 record layer =-- app 1 Serwer-Change-Cipher-Spec

11 top 35920 =-- 10.11,11.10: 442 37 Message

11 record layer <-- app 16 Server-Finished

11 Heartbeat 'Heartbleed data' send

11 tcp 35930 --> 10.11.11.10:443 24 Message

11 record app --> layer 3 Heartbeat-Request ANOMALY

11 tcp 35930 <-- 10,11,11,10:443 15405 Message

11 top 35930 <-- 10.11,11.10:443 15405 Message

11 top 35920 <-- 10.11,11.10: 443 15405 Message

11 tcp 39920 =-- 10.11,11.10:4432 15405 Message

11 tcp 35930 <-- 10.11.11.10:443 39 Message

11 [Response 1into Heartbleed received, SUT 1s wulnerable!
12 tep 35930 --> 10.11.11.10:443 23 Message

12 record app --> layer 2 Client-Alert

1z

12

12

12 opening 10.11.11.10:443

12 Test case #78465 pass

12 Test case #78465 completed

13 #++ Omitted 1 test cases **+

Test case number: ‘ ‘ | Find test case

ﬁTest run ‘ ‘ Remediation 0 ‘
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HEARTBI W THE NEXT DAY



| g error page - Google-haku X

201404-04 Friday Cliersideverified

“Sogerror_

|
1 y
WHOOPS g__Dng_gN E?i\ 3 We've got a problem m %

4
\ Doet want youe b mjeying the look of it
! At Bty we we ooy poc sty

N S g Pt At L]

m E E E @ Sorry...
It'*nolyou

A — 4 R e \ ». ey

400 x 300 - soflwares..

404 Ervor

Sorry! We couldn't find it.

You have roquested a page or fils which does not axist 50 we
Notiind the wob IMisralor to chack 1 oul.

WTF... page not found!

404 Fowt Not Found
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Tioe Bage s Rave FUesIng has Firw B co0p.

Error, page not found

“There's no po
milk, bat tea

t(vnuoe spift_

the other hand



Code \ériﬁed

CODENOMICON



